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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	List the Phases of Ethical Hacking.
	L2
	CO1
	[2M]

	2
	Define footprintg.
	L2
	CO2
	[2M]

	3
	What are Keyloggers.
	L1
	CO3
	[2M]

	4
	Explain how to plant rootkits on windows
	L2
	CO4
	[2M]

	5
	What is Dynamic Sql injection ?
	L2
	CO5
	[2M]

	6
	Mention IEEE WiFi Standard.
	L3
	CO6
	[2M]

	7
	List Goals Attackers Try to Achieve
	L2
	CO1
	[2M]

	8
	What is OS Fingerprinting
	L1
	CO2
	[2M]

	9
	List steps to conduct SQL injection
	L2
	CO3
	[2M]

	10
	What is the command to hide and unhide files or folders?
	L2
	CO4
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	Describe 5 Phases of Ethical Hacking in detail ,
	L3
	CO1
	[5M]

	
	b)
	List out Most High rated Injection Attacks of World and list out  Top Skills Set of Ethical Hackers
	L2
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Discuss Social Engineering-Attacks, its types and counter measures.
	L2
	CO2
	[5M]

	
	b)
	What is Footprinting and describe steps involved in it for gathering information.
	L3
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Describe scanning its  Methodology in detail with suitable diagram
	L3
	CO3
	[5M]

	
	b)
	Explain LAN Manager Hash  in windows and how Windows 2000 Passwords can be  Cracked
	L2
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Describe Packet sniffers wrt OSI model and explain MAC addresses can be misused through sniffers  
	L3
	CO4
	[5M]

	
	b)
	Discuss DDOs attacks in detail.
	L2
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Discuss vulnerabilities of Web Server and how server are attached in detail and explain  Web Server Hardening Methods
	L3
	CO5
	[5M]

	
	b)
	List and explain common website attacks that enable  hacker to deface a website
	L2
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Describe Packet sniffers wrt OSI model and explain MAC addresses can be misused through sniffers  
	L3
	CO6
	[5M]

	
	b)
	Suggest counter measures to deal with physical security.
	L3
	CO6
	[5M]


	
	
	
	
	
	

	17.
	a)
	Discuss the main types of hackers in detail.
	L2
	CO1
	[4M]

	
	b)
	What is Footprinting and describe steps involved in it for gathering information.
	L3
	CO2
	[3M]

	
	c)
	Write short notes on  1. TCP Communication Flag Types 2.  War-Dialing Techniques 3.  SMB Relay MITM Attack
	L3
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Describe Master Slave DDOS attacks in detail.
	L2
	CO4
	[4M]

	
	b)
	Comprehend Web Application Vulnerabilities with an example
	L3
	CO5
	[3M]

	
	c)
	Discuss overview of WEP, WPA authentication 

mechanisms, and cracking techniques
	L3
	CO6
	[3M]
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